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Abstract of the contribution: This paper proposes update to clarify usage of NULL encryption.
Discussion
This paper proposes update to clarify usage of NULL encryption.

Proposal
It is proposed to agree the following changes into TR 23.700-54.

* * * * Start of 1st Change * * * *

[bookmark: _Toc160552498][bookmark: _Toc161061129]6.2.2	Solution #2.2: IPsec establishment using null encryption with ePDG co-located in the UPF
[bookmark: _Toc161061130]6.2.2.1	Description
This solution addresses key issue #2.2.
This solution basically re-use the existing ePDG architecture/functionality, which means the ePDG is co-located with the PSA UPF. Figure 6.2.2.1-1 shows overall architecture of this solution. When a UE establishes MA PDU Session over 3GPP access, the SMF+PGW-C, based on interaction with PSA UPF, provides ePDG information to be used over non-3GPP access to the UE. If the UE receives the ePDG information, the UE triggers attach procedure towards ePDG/5GC using the existing procedure, which results in authentication of UE and adding non-3GPP access path to the established MA PDU Session. During the procedure, UE/ePDG uses null encryption to avoid duplicated encryption.


Figure 6.2.2.1-1: Overall architecture
[bookmark: _Toc161061131]6.2.2.2	Procedures


Figure 6.2.2.2-1: MA PDU Session Establishment using ePDG co-located in the UPF
1.	A UE registers over 3GPP access.
2.	The UE sends PDU Session Establishment Request to establish a MA PDU Session. In the request message, the UE indicates that the UE support simplified ATSSS architecture over non-3GPP access.
3.	Based on the simplified ATSSS architecture support indication, the SMF+PGW-C requests the PSA UPF to allocate ePDG address to be used for the MA PDU Session. If the SMF+PGW-C determines to use MPQUIC functionality, the SMF+PGW-C may indicate to use null encryption to avoid double encryption in MPQUIC layer and IPsec layer.
4.	The SMF+PGW-C provides ePDG information to the UE in the PDU Session Establishment Accept message.
5.	The SMF+PGW-C registers the MA PDU Session to the HSS/UDM.
[bookmark: MCCTEMPBM_00000022]6.	The UE connects to the ePDG based on ePDG information received in step 4 and triggers initial attach procedure. During the procedure, in the IKE signalling, the UE includes PDU Session ID and IP address of the MA PDU Session established over 3GPP access and necessary information for MA PDU Session as described in clause 4.22.2.4.2 of TS 23.502 [4]. If the SMF+PGW-C indicated to use null encryption for the IPsec tunnel, the ePDG selects null encryption algorithm Wwhen the ePDG and the UE negotiate encryption algorithm, null encryption is selected.
7.	If authentication is successful, the ePDG sends Create Session Request and the SMF+PGW-C sends Create Session Response. This triggers the ePDG to create internal tunnel between the ePDG and PSA UPF. How the internal tunnel is created is not in the scope of this solution and depends on implementation.
[bookmark: _Toc161061132]8.	The IKEv2 signalling is sent to the UE to notify successful addition of access leg to the existing MA PDU Session.6.2.2.3	Impacts on services, entities and interfaces
UE:
-	includes capability of simplified ATSSS architecture over non-3GPP access during the PDU Session Establishment Request procedure.
-	based on received ePDG information during the MA PDU Session establishment, connects to the ePDG and triggers initial attach procedure.
SMF+PGW-C:
-	based on UE capability, requests to allocate ePDG address to the UPF and sends the ePDG information to the UE in the PDU Session Establishment Accept.
-	based on using MPQUIC steering functionality, the SMF+PGW-C indicates to use null encryption for IPsec tunnel.
UPF:
-	based on SMF+PGW-C requests, allocates ePDG address to be used simplified ATSSS architecture over non-3GPP access.

* * * * End of Changes * * * * 
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